2

(N SECURITY

FUZIONVIEW,

FuzionView Uses AES-128

AES-128 is the encryption standard that the National Security
Agency selected for use by the U.S. Federal government for
classified documents.

FuzionView is Normally Deployed in Call Center

Because FuzionView is normally integrated directly into a call center’s
software, a hacker would first need to hack call center protective
systems before even getting to FuzionView.

FuzionView Has Undergone a Rigorous Security Review

As performed by a Certified Third-Party Assessment Organization

(C3PAQ) authorized to perform CMMC Level 2 assessments for DoD
ENCRYPTION & contractors, FuzionView is in compliance with all applicable federal

DATA PROTECTION software security standards.

FuzionView Doesn't Violate Any Data Protection

An extensive review of federal and industry documents by experts has
determined that the FuzionView approach doesn't violate the intent or
spirit of any geospatial data laws or regulations.

FuzionView Exceeds Federal Data Security Standards

By using a multifaceted approach to data security, FuzionView provides
greater protection for infrastructure data than the federal
government's own "Gold Standard" geospatial data program, HIFLD
Gold. More exactly, it is an approach which exceeds the For Official Use
Only (FOUQ) classification.

The Facility Operator Always Controls Who Sees What
The 811 ticket information available to any specific individual is
determined by permissions set by respective facility operators, who can

. also completely disconnect their systems from FuzionView with

E nothing more than a single mouse click.
Data is Viewable, NOT SHARED!
ACCESS Infrastructure data as shown in FuzionView is a shared visualization of
CONTROL where utilities are located. FuzionView does not make the actual data

sets available for download!
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Dig-Site Constraints

The FuzionView system delivers visualization using the polygon of the
dig-site plus a 100’ buffer — a ticket requestor cannot “surf” the system
looking for utility information outside of that polygon.

Temporal Restrictions

ACCESS The vi fd ithin the b daryi I ilable for the life of th
LIMITATIONS e view of data within the boundary is only available for the life of the

ticket, which in most cases is 14 days. This is far shorter than markings
may exist on the ground.

Authorized Access Only

Only registered users, authorized by a written agreement with the 811
center, are given permission to use the system.

Active Monitoring

FuzionView has been built to leverage automated 811 systems which
USER detect system abuse - violators will be quickly removed and denied

AUTHENTICATION further access.

Ready to revolutionize your utility operations?

Contact us today to learn more about FuzionView.

Steve Swazee, Executive Director Online at: FuzionView.org
SharedGeo

\. 651.456.5411
X sdswazee@sharedgeo.org

e Technical information

e Fact sheets

e Connection information
e More...

Bob Basques, Technical Director
SharedGeo

. 612.598.9210 ﬁé SharedGeo

X bbasques@sharedgeo.org
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